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Monument has an unrivalled team with vast experience, drive and the vision necessary to become 
synonymous with this tremendous, new investment opportunity. Our focus is on proven, well 
established mid-cap companies that operate in this space.  

 

We add value to our investments by helping these firms strengthen their domestic revenues and gain 
additional market share in emerging markets and throughout North Africa, the Middle East, Turkey 
and India. 

 

We very much hope you share our excitement, and welcome you to join us in the early days of what 
is proving to be an interesting and promising young firm. 
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Defense and Security Market Dynamics: Def and Sec is hot for M&A 
By Jason Rigoli, Managing Director, Monument Capital Group LLC 

 
 
The ongoing economic issues plaguing the broader business community has led to many companies 
tightening their belts and stockpiling cash in case the economy dips back into recession.  In the 
Security and Defense space this economic malaise, coupled with budget uncertainty, has led the 
larger industry players to look at their internal portfolios and consider raising cash by shedding 
business units. 

 

M&A Transaction Volume 

 

 

 

 

 

Despite a dip in Security and Defense M&A in 2009 and a somewhat flat 2010 (see chart above), 
pundits are expecting a fast and furious about-face.  According to a recent Forbes article by Loren 
Thompson, the Chief Operating Officer at the Lexington Institute, a public policy think tank based in 
the Washington region, the defense and national security industry is poised to see an uptick in 
divestitures and acquisitions in the very near future.  According to Thompson, the current political 
climate and a tightening of U.S. military spending could lead to a healthy round of M&A. However, 
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this occasion could be very different to what was witnessed after the Cold War in the early 1990s, 
when a major consolidation of the industry took place, resulting in a small handful of large prime 
contractors that competed with each other for the remaining contracts. 

 

The current administration has made it clear that they intend to stand in the way of any further 
consolidation of the large players; it’s more likely that the large companies will divest and the middle 
market will expand at a greater growth rate.   

 

What does this amount to?  

 

The market is right for significant M&A activity: as the economy continues to stabilize and budget 
priorities are clarified, Defense and Security M&A transactions are expected to gain momentum 
throughout 2011. In fact, this uptick is beginning to take flight. 

 

According to a recent article in Washington Technology, several positive themes are starting to 
emerge, including the following: 

 

• Prospects remain strong for Defense and Security technology spending. History has shown that 
in tight budget environments technology spending can increase as the government looks for 
ways to do more with less, as occurred during the Clinton administration. 

• Preventing and deterring future conflicts-of-interest divestitures is a primary strategic objective 
as the Pentagon seeks to eliminate potential conflicts of interest within government 
contractors. Lockheed Martin recently divested its Enterprise Integration Group, which 
provided systems engineering and integration services, due to a conflict of interest with 
another part of its business.   

• In addition, because large government contractors are seeking to avoid new conflicts, private 
equity is expected to play a larger role in this market. 
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MCG Global Outlook: Terrorism in South East Asia – Challenges Ahead 
By Greg Keeley, Vice President, Monument Capital Group LLC 

 

 

Counter Terrorism in South East Asia poses significant challenges. Recent headline-grabbing attacks 
have included bombings in Indonesia, Malaysia and the Philippines with thwarted attacks in 
Australia, New Zealand and Singapore.  These attacks and others like them are reminders that 
significant effort is required to disable terrorist threats to the region. 

 

Arguably the most clear and present danger in the region is Jemaah Islamiyah or “JI”.  JI has been 
severely dislocated in South East Asia in recent years, with significant numbers of terror cells disabled, 
including Hambali, the mastermind of the Bali bombings and conduit to Al Qaeda. 

 

Despite these inroads, transnational crime in South East Asia remains a major challenge, with drug 
trafficking, people smuggling, money laundering, identity theft and electronic fraud at the forefront. 
These activities fund terrorism, and can only be combated with a holistic approach. 

 

The complex nature and growth of transnational crime and the diminishing ability or desire of failing 
states to tackle state-sponsored crime and terrorism underscore the importance of deploying 
affordable, easily operable, cutting edge technology. 

 

Many challenges lie ahead.  In South East Asia alone, metropolitan populations have doubled since 
1991. As we move forward much will depend on changes to the global community’s social, political 
and economic spheres.  Regardless, terrorism will continue to be a dominant and burgeoning issue 
for the region. As we are learning, these terrorist groups will evolve and threaten our world in ways we 
have yet to decipher. 

 

Pressures on secondary economies will also promote instability.  So called “new crime” such as 
identity theft, cyber crime, “e” money laundering and network hacking will continue to fund and 
facilitate terrorism in the region with a negative impact on the business confidence necessary to 
ensure sustainable growth in this promising emerging region. 
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Conflict fermented by religious, ethnic and political differences will continue to plague South East 
Asia - spurred by the effects of globalization and political/demographic change. Ease of access to 
capital, information, illicit goods, and open borders will serve terrorism and transnational crime. 

The pattern of Islamic extremism in the region is changing.  Once considered a footnote in 
intelligence briefings, South East Asia is now front and center.  One noted expert in the region, Dr 
Rohan Gunaratna, of the Singapore based Institute of Defense and Strategic Studies believes South 
East Asia is a hotbed for international terrorists: "Today I cannot think of a region where there is 
numerically such a large number of (terrorist) groups; numerically such a large number of members, 
sympathizers and supporters of Al Qaeda and its network, than are based in South East Asia." 

 

The challenges are significant, but this region of high potential and increasing importance to the 
global economy requires focus from technological and operational points of view to defeat 
criminality and extremism at its route. 
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Cyber Security in 2011 
By J. Thomas Malatesta, Advisor, Monument Capital Group LLC 

 

 

Security trends for 2011 will see creative and dangerous innovations in the field of cyber crime. 
Mobile phone attacks will increase considerably throughout the year as cyber crooks exploit 
emerging operating systems. As the IPAD is challenged by new competition, tablets will start to see 
exploitation attempts as well. Malware for Macs continues to grow in the number of threats and as 
security holes in the operating system become known vulnerabilities. 

 

2011 will see tremendous growth in the amount of malware that hits the marketplace. The growth 
rate has been almost one hundred percent per year but will slow because of the volume of malware 
databases already released. The Chinese government remains a creative and dominant force 
behind the scenes and the cyber attacks on Google and other targets signal a major event in the 
ongoing “cyber war” scenarios. Along the same lines will be the continued growth of “cyber 
protests” as witnessed in the WikiLeaks episode. Users with an axe to grind will be able to band 
together in either organized groups or smaller enterprises to express their outrage with the actions of 
governments, corporations or individuals. 

 

Windows 7 will see the continuing growth of attacks on the operating system. Scenarios and 
miscreant behavior abound and malware development specifically targeted at Windows 7 will 
increase dramatically. There will be an increase of attack methodology on social media sites as users 
are more trusting than they should be in 2011. Fake websites are on the rise and malware will be 
disguised as applications such as media players and plug-ins. Threats targeted to specific users will 
increase and companies will have to be ever more vigilant as information is stolen to sell on the black 
market. 

 

The Internet offers countless benefits to billions of users worldwide. But it also creates enormous 
vulnerabilities. Our society is reliant on networked computer systems, exposing consumers, businesses 
and governments to digital attacks. Cyber threats to banks, utilities, defense contractors and other 
public companies, as well as military and other government agencies are substantial. 

 

Governments hesitate to reveal the extent of national security vulnerabilities. And private 
companies, especially banks and other financial institutions, don’t want to intimidate customers by 
revealing that their systems have been compromised and will continue to be compromised. As one 
of the world’s largest and most prosperous nations, the United States has the most bandwidth running 
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through its society and is more dependent on that bandwidth. Global economies are moving rapidly 
in the same direction. 

 

That means virtually all consumers and businesses are exposed. 

 

The Kroll Annual Global Fraud Report notes that 2010 marked the first time ever that the cost of 
electronic theft has exceeded that of physical theft. In a worst-case scenario, a cyber attack could 
make entire computer networks collapse. 

 

Tens of billions of dollars of government money are about to be devoted to beefing up national 
security, protecting U.S. and multinational infrastructure and safeguarding global financial systems. 

 

And businesses – increasingly aware that criminals and corporate spies are targeting everything from 
research papers to client lists – will soon spend billions more in this area, too. 
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Wall Street Journal: Janet Napolitano – How to Secure the Global Supply Chain 
By Janet Napolitano, United States Secretary of Homeland Security 

 

 

Homeland Security is working with more than 190 nations to prevent terrorist attacks that can disrupt 
world trade. 
 

In today's world, the very nature of travel, trade and commerce means that one vulnerability or gap 
anywhere across the globe has the ability to affect economic activity thousands of miles away. 

 

A consumer in Omaha can go online and buy a gift that is assembled in Thailand, from parts that 
were manufactured in China, shipped from Singapore through France, inspected at the port in 
Baltimore before finally arriving by plane, rail and truck in Omaha. The complex supply chain that 
consumers and businesses in the U.S. rely on every day is a target for those who seek to disrupt global 
commerce, as illustrated this past October by a thwarted plot to conceal explosive devices onboard 
cargo aircraft bound for the United States from Yemen. 

 

On Dec. 25, 2009, a Nigerian man attempted to blow up a jetliner bound for Detroit that carried 
passengers from 17 countries. The world responded quickly and deliberately by addressing the 
vulnerabilities revealed in this attack. The U.S. Department of Homeland Security, in conjunction with 
the International Civil Aviation Organization, worked with international partners across government 
and industry, including more than 190 countries, to adopt a historic declaration on aviation security 
to better protect the entire global aviation system from evolving terrorist threats. 

 

In 2011, the global community is poised to address the security of the supply chain that moves goods 
across the world and is a powerful engine of commerce, jobs and prosperity. A range of 
unpredictable and potentially catastrophic threats—from terrorist acts to natural disasters—presents 
substantial danger to this system. And regardless of where an event might occur, a significant 
disruption could ripple through the United States. 

 

The reality is that securing the global supply chain is part and parcel of securing both the lives of 
people around the world as well as the stability of the global economy. That is why, in partnership 
with the World Customs Organization, we seek to enlist other nations, international bodies, and the 
private sector to strengthen the global supply chain. 
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There are three main elements of what we must do: 

 

• The first is to prevent terrorists from exploiting the supply chain to plan and execute attacks. 
This means, for example, working with customs agencies and shipping companies to keep 
precursor chemicals that can be used to produce improvised explosive devices (IEDs) from 
being trafficked by terrorists.  

Right now, through Project Global Shield, which was launched by Homeland Security and the 
World Customs Organization last year, 60 nations are sharing information to ensure that 
chemicals entering their countries are being used in safe and legal ways. This initiative has 
already led to successful interdictions of a number of suspicious shipments, and it has provided 
promising investigative leads on the smuggling of precursor chemicals into Afghanistan and 
Pakistan.  

In coming months we will build on these successes, strengthening cargo screening standards 
across the globe, and deploying state-of-the-art technologies to better track and detect 
precursor chemicals. At home, we are creating a first-of-its-kind center to coordinate U.S. 
government efforts on potentially dangerous exports. We will also work with institutions across 
America where these chemicals are common—such as hospitals, labs and beauty-supply 
companies—to prevent their diversion for use in IEDs. 

 

• Second, we must protect the most critical elements of the supply chain, like central 
transportation hubs, from attack or disruption. This means strengthening the civilian capacities 
of governments, including our own; establishing global screening standards; and providing 
partner countries across the supply chain with needed training and technology.  

The Department of Homeland Security now requires the screening of all cargo on passenger 
planes within and departing from the U.S., as well as 100% of U.S.-bound air cargo that 
intelligence analysis assesses as higher-risk. We are also working with our private-sector and 
international partners to acquire advance information about cargo before it leaves for the 
U.S., in order to identify and screen items based on risk and intelligence. 

 

• Finally, we must make the global supply chain more resilient, so that in case of disruption it can 
recover quickly. Trade needs to be up and running, with bolstered security, if needed, as 
quickly as possible after any kind of event. 

 

Together, the global community can make great strides on all of these fronts in 2011. Just as the 
nations of the world were able to make historic progress on enhancing international aviation security 
in 2010, so too can we make global supply-chain security stronger, smarter and more resilient this 
year. 

Copyright 2011 Dow Jones & Company, Inc. All Rights Reserved 
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New York Times: For Air Cargo, a Screening Conundrum 
By Jad Mouawad 

 
 

Ever since 9/11, each new security threat to airlines has increased the rigor of passenger screening. 
They have to remove their shoes and carry liquids only in small containers. They have to take off their 
belts and take laptops out of their cases. Now, they have to submit to full-body scanning machines 
and intrusive pat-downs. 

 

But since the discovery in October of explosives from Yemen hidden in ink cartridges on cargo 
planes, the $50 billion freight business has seen little of the same kind of escalating security. 

 

Even in the midst of one of the air cargo industry’s busiest periods of the year, governments and 
aviation experts continue to struggle to come up with ways to strengthen cargo security without 
paralyzing a business essential to global trade. 

 

Still, that could change. Cargo safety has suddenly emerged as one of the biggest topics in aviation 
security. Governments around the world have pledged to tackle the problem, while in Congress, 
lawmakers are calling for much tougher inspections of cargo. 

 

The cargo industry has resisted one idea: screening all cargo. It argues that such a step is impractical 
since most airports do not have the space to screen all the packages shipped each day. And some 
goods, including perishable products and medical supplies, may not survive a long wait at the 
airport to be screened. 

 

“It’s the old conundrum,” said Billie Vincent, a former security director for the Federal Aviation 
Administration. “Do you put the industry out of business in the process of making it safe?” 

 

Screening passengers is far simpler than inspecting cargo. More than 1,600 airports worldwide are 
funneling passengers through security lines and metal detectors. 

 

But air cargo can come from countless sources and comprises countless kinds of goods, including 
fresh produce, medical supplies and electronic devices. The cargo industry itself is fragmented, too, 
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with door-to-door shippers like DHL, United Parcel Service and FedEx; all-cargo airlines; and shipping 
companies that rent cargo space on passenger planes. Air cargo represents about 40 percent of the 
value of global trade. 

 

As a result, the Transportation Security Administration, which handles all passenger screening in the 
United States, has taken a different approach to air cargo. It mostly relies on the cargo industry to 
screen its own freight. And freight is inspected in factories or in warehouses, by shippers, freight 
operators or airlines, in this country or overseas. 

 

Reflecting the T.S.A.’s focus on passenger safety, it received $5.2 billion for aviation security in the last 
fiscal year and just $123 million for cargo security. 

 

And while new safety procedures were adopted for passengers almost immediately after 9/11, it 
wasn’t until 2007 that Congress passed a law requiring all cargo on passenger planes to be 
screened. The new requirement has been in effect since August. 

 

But Representative Edward J. Markey, Democrat of Massachusetts, who wrote the mandate, said it 
still left a “safety loophole” because freight on cargo planes, which accounts for 85 percent of all air 
cargo, is not subject to the same screening. After the Yemen incident, Mr. Markey introduced a bill to 
extend the screening mandate to all cargo planes. 

 

“As the terrorists are turning to cargo planes as a delivery device for their deadly plans, we now need 
to secure cargo planes,” Mr. Markey said recently. “We simply can’t afford to leave this vulnerability 
open.” 

 

Cargo experts contend that it is far more effective to focus on packages coming from risky countries, 
or from unknown shippers with no track record of business or those who pay in cash. Well-established 
companies that ship goods regularly, the experts say, present much less of a safety risk and therefore 
require less scrutiny. 

 

“Screening every piece of freight on every single freight aircraft coming or leaving the United States 
would be a tremendous challenge and would not equate to 100 percent air cargo security,” said 
Brandon Fried, the president of the Airforwarders Association, an industry trade group. “The focus 
should be on who is shipping what, and where.” 

 

But there are some serious gaps in the current system. While cargo on passenger flights leaving the 
United States is screened, T.S.A. officials acknowledged that it would not be until 2013 before 
passenger flights from foreign countries had the same level of scrutiny. For the moment, only about 
65 percent of cargo on international passenger flights is screened. 
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T.S.A. officials, however, said that the current system, which sought to identify risky shippers, was 
effective. “Aviation security is stronger than it has ever been,” John S. Pistole, the T.S.A.’s 
administrator, said in an e-mail. 

 

Still, governments around the world have been recognizing the threat to cargo. After the October 
incident, the United States banned shipments from Yemen and Somalia. The European Union also 
said it would tighten air cargo rules from outside the bloc. 

 

The International Civil Aviation Organization, a United Nations agency in charge of setting 
international aviation rules, has also said it will work on new rules for cargo screening. 

 

“Terrorists have air cargo in their sights as a means of executing their attack and the system has to be 
able to deal with that,” said Jim Marriott, the chief of the U.N. agency’s aviation security branch. 

 

Express cargo companies like DHL and FedEx say they have developed their own safety procedures. 

 

Jack O’Neill, DHL Express’s head of operations in the United States, said the company inspected 
packages using a variety of tools, including X-rays and explosives detectors. The company’s site at 
Kennedy Airport in New York, for instance, is also equipped with a system that can pick up small 
radioactive sources. 

 

And the express cargo system is a well-oiled machine. Early one morning this week, a DHL cargo 
plane from Germany broke the freezing stillness at Kennedy, its belly full of about 4,000 packages 
from around Europe. Within two hours after the plane landed, all the packages were sorted and on 
delivery trucks, destined for Wall Street banks, Manhattan stores and households in New Jersey. 

 

United States authorities, who had received the plane’s manifest four hours beforehand, asked to 
check just 11 packages. 

 

“It’s a fine balance between cargo security and facilitating trade,” Mr. O’Neill said. 

 

In recent years, the T.S.A., working with the cargo industry, has also sought to move the screening of 
goods up the supply chain. In effect, the agency has developed a system that relies on shippers, 
cargo operators, freight companies, or airlines to screen and inspect packages on its behalf. 

 

The system, known as the Certified Cargo Screening Program, allows cargo companies to be 
certified by the government to establish screening sites outside of airports to inspect packages. 
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“They take a layered approach to security that in my mind is quite effective,” said Jim Marcino, a 
director at World Courier, a large cargo company. At any point, he said, federal agents can show 
up and make sure Mr. Marcino’s business, which is part of the certified cargo program, is in 
compliance with the T.S.A.’s requirements. 

 

In a small warehouse in Queens, Racine Berkow was recently readying her latest cargo for shipment. 
Ms. Berkow, who runs her small shipping business from an anonymous building in Long Island City, was 
packing several paintings owned by a private collector and destined for Mexico. 

 

Before Ms. Berkow closed the crates, she inspected them and affixed a metal seal, which meant the 
shipment had been screened. In another part of the building, a couple of similarly sealed crates 
were waiting to be driven to the airport and flown to Kazakhstan, their contents cushioned by layers 
of wood, foam and other protective packing. 

 

“We are the eyes and ears of the T.S.A.,” she said with a smile. “We’re the front line here.” 

mailto:info@monumentcapitalgroup.com


 
 
 

 
 
MONUMENT CAPITAL NEWSLETTER  

This document has been created by Monument Capital Group LLC. 
If you received this indirectly and would like to subscribe to future mail outs, please click here. 

 

Quarterly Newsletter, Spring 2011 

Visit Monument Website! 

Washington DC | London | New Delhi 
 

Reuters: Iraq sees more attacks on oil sector, needs police 
By Muhanad Mohammed, Baghdad, March 2011 

 

 

Grappling with a shortage of trained oil police and equipment, Iraq may not be able to protect its oil 
facilities despite intelligence suggesting new attacks on the vital sector, a security official said 
Sunday. 

 

Major General Hamid Ibrahim, head of Iraq's oil protection force, blamed al Qaeda for recent 
attacks on Baiji refinery, the country's largest, and the Iraq-Turkey oil pipeline, and said information 
showed insurgents would continue such attacks. 

 

"We have confirmed information that Al-Qaeda will target the oil facilities ... All intelligence 
information indicates to continuous threats and we need to solve the real lack of oil police cadre," 
Ibrahim told Reuters in an interview. 

 

"If we do not have a sufficient number of police, its (oil facilities) protection is hard because time is 
running out, especially with the withdrawal of (Iraqi) army troops at the end of the year from cities." 

 

Iraq is looking to its vast oil resources -- some of the world's largest -- for future stability and prosperity 
as it emerges from the dark days of sectarian violence unleashed after the 2003 U.S.-led invasion. 

 

Deals struck with international oil companies, if successfully developed, could quadruple its output 
capacity to Saudi levels of 12 million barrels per day by 2017 and allow it to rebuild after decades of 
war, sanctions and neglect. 

 

But renewed threats against oil infrastructure represent a challenge to Iraqi security forces as U.S. 
troops withdraw fully at the end of the year according to a joint security agreement. 

 

Tuesday, Iraqi security forces foiled a plot to bomb Baiji oil refinery just days after militants attacked it, 
killing four workers and detonating bombs that sparked a raging fire and shut down the plant 
completely for two days. 
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A bomb Tuesday evening also shut down the Iraq-Turkey pipeline, which carries a quarter of Iraq's 
crude exports. 

 

Ibrahim said it was imperative to increase the number of oil police, currently at around 40,000, which 
he said made up about 70 percent of the force required. 

 

"We need 12,000 police officers to fill the shortage," Ibrahim said. "If the expansion of the oil sector 
continues, we need to increase the number according to the expansion, just like all the neighboring 
countries." 

 

The oil police chief said another problem was that in most of Iraq's southern oil fields, security forces 
had enlisted the help of about 3,500 civilian guards, whom he regarded as a weakness. 

 

"It is hard to arm those guards because they do not have any status as policemen. They should be 
given permanent jobs so we can deal with them and take proper control," he said. 

 

Oil smuggling was also a threat, Ibrahim said, and was used by organizations like al Qaeda to fund 
their activities. 

 

"The gangs are stealing oil from pipelines unprotected by the oil police. Therefore, I insist that (we) 
put all the oil pipelines and strategy lines under the control of oil police, not contractors, to curb 
smuggling," Ibrahim said. He said 28 oil police stations had been set up around Iraq to help combat 
smuggling, adding that more than 450 oil tankers being used for smuggling had been seized so far. 
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Financial Times: Chinese hackers hit energy groups 
By Joseph Menn, San Francisco, February 2011 

 

 

Chinese hackers have mounted cyberattacks on a number of leading oil and gas companies, 
according to security experts. 

 

The incidents add to growing US fears about the impact of such attacks on the ability of western 
companies to compete in critical industries. 

 

The Federal Bureau of Investigation is examining espionage attacks in the past year against at least 
five companies, which succeeded in stealing information, such as bidding strategies for drilling rights 
in specific fields and configuration of key equipment. 

 

The experts added that the country could be paralysed by an attempt to bring down infrastructure, 
such as power grids, and that the US was now subjected to “hundreds of thousands” of attacks 
looking for information. Details stolen from the unnamed oil and gas companies would be highly 
valuable to competitors in the industry, suggesting an economic motive for the intruders. 

 

The attacks were made public on Thursday by security researchers, including those working for 
antivirus company McAfee, a unit of chipmaker Intel, hired by the targeted companies. 

 

James Clapper, US director of national intelligence, on Thursday warned Congress of the threat 
posed by cyberespionage. Organised crime groups were increasingly allying with overseas 
government and business figures, he said. 

 

“In the past year, we have seen a dramatic increase in malicious cyberactivity targeting US 
computers and networks; almost two-thirds of US firms report that they have been the victim of cyber 
security incidents or information breaches.” 

 

Such activity “enhances the ability of state or state-allied actors to undermine competition in gas, oil, 
aluminium, and precious metals markets”, he told a House committee on intelligence issues. 
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Leon Panetta, director of the CIA, told the committee: “When it comes to national security this 
represents the battleground for the future. The potential for the next Pearl Harbor could very well be 
a cyberattack.” 

 

Stewart Baker, former assistant secretary at the Department of Homeland Security, told the Financial 
Times the intrusion on the oil and gas companies “could well be [the] Chinese government, but I 
can’t say the government would even have to be aware of it.” 

 

He said: “The most valuable intelligence in the commercial world may be what oil exploration 
companies have found and not found.” 

 

The intrusions appeared to have been conducted by a group of a dozen or fewer people working 
from about 9am to 5pm Beijing time during the week. 

 

“These were company worker bees, not freestyle hackers,” said Dmitri Alperovitch, a McAfee 
researcher. 

 

Mr Alperovitch said he and his colleagues had briefed the FBI and that the agency was investigating. 

 

Jenny Shearer, an FBI spokeswoman, said “We are aware of the threat to the oil and gas industry” 
from cyberespionage, adding that she could not confirm or deny specific inquiries. 

 

According to researchers, the attacks began with an assault on the companies’ external websites. 
Hacking tools readily available on underground forums in China were used to get inside the 
company’s servers, and automated techniques gave the intruders user names and passwords. The 
hackers did not go to great lengths to cover their tracks, researchers said. 

 

Such attacks are commonplace in many industries, investigators and law enforcement officials say, 
but are rarely divulged or explained. 
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